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Student Cyber Security Policy

Academic Year 2021-2022

Target:

Protecting students from cyberbullying and helping them confront bullies and showing them how to act in the
event of cyberbullying In order to maintain an educational environment for students free from any obstacles that
could stand in the way of achieving security and psychological safety during the distance learning process. A

* specific policy was developed to assess Expected risks and actions taken to ensure the continuity of the learning
process within a safe environmental atmosphere.

Cyber bullying concept.

Using the means of communication and information technologies to deliberately carry out aggressive and negative
behavior to harm others, such as insulting, threatening violence, defamation or blackmail leads to negative results
such as isolation, fear and failure.

Forms of cyberbullying: (possihle risks)
1- Sending negative messages that carry hatred and racism towards an individual or group of individuals.
2- Defaming the image or reputation of another person by spreading rumors and lies about them.

3- Exploiting the personal matters of the individual, such as using his image, voice or video clip without his
permission and publishing it without his knowledge.

4- Belittling or belittling a person.
5- Repost offensive comments

6- Sabotage and piracy means sabotaging his property by sending viruses to them or taking control from them by
changing their password or impersonating and stealing the email of the other person while speaking in his name
and sending messages on his behalf.

7- Extortion, which is by threatening the life or reputation of the mdlwdual by publishing what harms him if he
does not respond to his requests.

‘8- Impersonation of personalities in the means of communication.

9- Harassment is the sending of unwanted images and messages that cause harm to the feelings of the other
person.

10- To remove the student from the conversation group and prevent him from participating.

11- Harassment by students publishing aggressive messages such as (You are not effective - your answer is
incorrect) and negative messages that detract from its cognitive value.
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12- Monitoring and following-up in the sense of espionage by monitoring the student’s movements through social
media and monitoring him permanently and passively.

Procedures that the student must follow in the event of cyberbullying:

1- Do not delete messages.
2- Ignoring the bully's message and not responding to it.

3- Talk to your parents about the incident or communicate directly with the social worker or department
supervisor to take the necessary measures in accordance with the code of conduct approved by the Department

of Education and Knowledge.

School procedures with the bully:

The school follows the code of conduct-follqwed' with cases of electronic bullying, which is a third-degree violation,
which are: .

1- Immediate contact with the parent, informing him of what happened from the student, and deducting half of
the behavior score for third-degree violations.

2- Individual and group guidance for students.

3- If the violation is repeated, the full degree will be deducted + immediate convening of the behavior committee
+ contacting the parent and informing him of the behavior committee’s decision.

3- The procedures range from a written warning to the student to withdrawing the user's right to access and
monitoring his usage.
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